
WHAT’S YOUR PLAN OF ATT&CK? 

USING THE MITRE FRAMEWORK TO ASSESS AND

IMPROVE YOUR SECURITY MATURITY



THE RISE OF TARGETED ATTACKS
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NATION-STATE RELATED ACTORS TARGETING INDUSTRY
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Global:
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Global:
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GameOver 
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USA:
J.P. Morgan

Mirai Bot – 
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Global:
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USA:
Facebook NORWAY:
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NATION-STATES TARGETING GOVERNMENT & INFRASTRUCTURE

CRIMINALS BROADLY ADOPTING AUTOMATED NATION-STATE TECHNIQUES



Ian McShane, Research Director Analyst, Gartner, 2018

There’s no one-size-fits-all for security, 
the era of set and forget is all but 
forgotten.
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ATTACKS HAVE EVOLVED

54%
OF COMPANIES EXPERIENCED 

1+ ATTACKS THAT COMPROMISED DATA 

OR IT INFRASTRUCTURE
77%

Cyber criminals have broadened their reach to bypass simple but popular 
security mechanisms and use bespoke software to target your organization

AUTOMATED AND “MALWARE-AS-A-

SERVICE” TOOLS HAVE MADE FILE-

BASED DETECTION OBSOLETE3RISE OF NATION-STATE 
HACKING GROUPS1 MALWARE NOW WORKS 

TO STAY HIDDEN2

OF THOSE ATTACKS UTILIZED EXPLOITS 

OR FILELESS TECHNIQUES



NOT JUST MALWARE. NO SINGLE TECHNIQUE. 

TODAY’S 
TARGETED 
ATTACKS ARE:

1. ADAPTIVE

2. EXTENDED

3. DIVERSE  



Ian McShane, Research Director Analyst, Gartner, 2018

“It’s time to evolve from a file-based focus 
to an adversary-based focus”
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§MITRE’S 

ADVERSARIAL 

TACTICS, 

TECHNIQUES, 

AND COMMON 

KNOWLEDGE 

(ATT&CK)

• Provides the most comprehensive model of modern 
attacker behavior

• Informs defensive coverage and gap assessments
• allowing organizations to intelligently prioritize 

areas for additional data collection, analysis, and 
detection

• When operationalized -- the framework moves 
organizations from reactive to proactive postures

• Helps bridge the gap between practitioners and 
executives
• enabling leadership to make more informed risk 

management and resource allocation decisions

https://attack.mitre.org/wiki/Main_Page
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§OPEN SOURCE 

FRAMEWORK 

§ 200+ ATTACKER 

TECHNIQUES 

§MULTIPLE OS 

COVERAGE

MITRE ATT&CK Framework
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USING THE 
MITRE 

FRAMEWORK 
TO ASSESS AND
IMPROVE YOUR 

SECURITY 
MATURITY

• Identify those groups who have previously 
targeted your corporate ecosystem (e.g., 
parent company, supply chain, industry). 

• With this knowledge you can begin to prioritize 
your ATT&CK coverage against previously 
observed attacks. 

• Evaluate your current security tools coverage 
of the appropriate ATT&CK vectors.

THE GOOD NEWS IS FULL COVERAGE IS NOT 
NEEDED TO MAKE A SIGNIFICANT 
IMPROVEMENT TO YOUR SECURITY 

PROGRAM 



MITRE ATT&CK MATRIX

PROCESS 
INJECTION

UAC
BYPASS

CREDENTIAL 
DUMPING

POWERSHELL

DATA
COMPRESSION

NETWORK SHARE 
DISCOVERY

HTTPS://ATTACK.MITRE.ORG/



TODAY

MITRE ATT&CK Matrix

MOST ORGANIZATIONS FOCUS 
HERE

..FOCUS ON EXECUTION

.. MISS COMMON ATTACKS 
AND BLAME END-USERS

SECURITY 
PROGRAMS
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WHY CURRENT 
STRATEGIES 

ARE NOT 
WORKING

• Inability to identify true gaps in defenses
• Patchwork of one-off solutions
• Outdated threat models
• Lacking the ability to properly describe 
today’s attacks
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§ATT&CK 

FRAMEWORK 

SECURITY 

BENEFITS

• Organizations can begin to optimize security 
program 
• Move from reactive to proactive defense 
postures

• Expand defenses against other cells in the 
ATT&CK matrix to prepare against future 
attack vectors

• Identify unknown security gaps -- verify 
defenses.
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IF YOU DO NOT 
KNOW WHERE 

TO BEGIN
• MITRE also offers a free open-source tool 

called Navigator to help organizations 
understand what areas of the Matrix should be 
prioritized. 

• MITRE’s Groups page provides an overview of 
attack groups and the industries they frequently 
target.

https://mitre.github.io/attack-navigator/enterprise/
https://attack.mitre.org/wiki/Groups


§ WITHOUT CONSIDERING YOUR ORGANIZATION'S OWN 
CONTEXT, ATT&CK IS JUST ANOTHER DATA-POINT
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ATT&CK Detections?
Will be powerful
Will enable hunters
Will transform your SOC
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ATT&CK Detections?
Will not be as easy as described
Will not always lead to analytics
Will not be a silver bullet



Does prevention span the 
common attack vectors? 

Do you provide FULL support 
across windows, MacOS, Linux?

Do you provide full protection, 
connected and disconnected?

101 BASICS

WHAT TO ASK A VENDOR



ADVANCED

WHAT TO ASK A VENDOR

How can I translate detection to 
prevention? 

How can I add my own detections 
and preventions?

Does prevention span the 
common attack vectors? 



ENDGAME LEADS THE PACK IN 
REAL-TIME ALERT GENERATION ACROSS 

THE KILL CHAIN IN 
MITRE ATT&CK™



THANK YOU

ENDGAME @ENDGAME INC ENDGAME .COM

How important is MITRE ATT&CK to your organization?  Zero, growing, fundamental? 


